HHOOPMAIIMOHHASA ITAMSTKA
JJIS1 OBYYAIOILUXCSA
JJISI PASMEIIEHUSI HA O®UIUAJIBHBIX UHTEPHET-PECYPCAX

C KaXAbIM TOJOM MOJIOJCKH B MHTEPHETE CTAHOBUTHCS OOJIbIIE, a MIKOJBHUKH OJHUA M3 CAMBIX aKTUBHBIX IMOJIb30BaTelel
Pynera. Mexay Tem, TOMHMO OTPOMHOTO KOJHMYECTBA BO3MOXKHOCTEH, HHTEPHET HECET W MpoOieMbl. DTa MmaMsATKa JIO0JDKHA MTOMOYb
TeOe Oe30macHO HaXOAUTHCS B CETH.
KomnbloTepHbie BUPYChI

KommbroTepHbIit BUPYC - 3TO Pa3HOBHIHOCTH KOMIBIOTEPHBIX MPOTPaMM, OTIMYHTENFHONH OCOOCHHOCTBIO KOTOPOW SBIISCTCS
CMOCOOHOCTH K pa3MHOKEHHIO. B TOTMIONHEHHE K ATOMY, BUPYChI MOT'YT MOBPEAUTD HITH ITOJHOCTHIO YHUUTOXHUTD Bee (aiisibl U JaHHBIE,
MOAKOHTPOJIbHBIE IMOJH30BATEI0, OT MMEHH KOTOPOro ObLia 3amyllleHa 3apaKeHHas MporpamMmMa, a TaKKe MOBPEIUTh WIIH JaKe
YHHYTOXUTH OICPAIIMOHHYIO CHCTEMY CO BceMH (ailamu B meioM. B GONBIIMHCTBE CIy4acB paclpOCTPAHSIOTCS BUPYCHI depe3
WHTCPHET.

MeTobI 3aIUTHI OT BPEAOHOCHBIX IIPOTPAMM:

1. Hcnone3yil coBpeMEHHbIE ONEPALUOHHbIE CHUCTEMBI, MMEIOIIUE CEPbe3HbIIl YpOBEHb 3aIUTHI OT BPEIOHOCHBIX
IpOTpamym;
2. IMocrosiHHO ycraHaBnuBail mauTH (IMGPOBBIE 3aIUIATKH, KOTOPHIE ABTOMATHYECKH YCTAaHABIUBAIOTCA C LEIBIO

opabOTKM TPOTPaMMBI) M JApyrue OOHOBJIEHHS CBOCH OINEepalmroHHOW cucTeMbl. CKadmBail WX TOJNBKO C O(UIMAIBHOTO calTa
paspaboTunka OC. Eciu cylecTByeT pe)kuM aBTOMAaTHIECKOTO OOHOBJICHUS, BKITFOUH €r0;

3. PaGotaii Ha cBoeM KOMIIBIOTEpE IIOJ IpaBaMH IOJB30BaTeNs, a HE AaJMUHHCTpaTopa. OTO HE II03BOJUT
OOJIBIIMHCTBY BPEIOHOCHBIX MPOrPaMM HHCTAJUTMPOBATHCSA Ha TBOEM MIEPCOHAILHOM KOMITBIOTEPE;

4. Hcnonp3yli aHTHBHPYCHBIE IIPOTPAaMMHBIE IPOXYKTHI H3BECTHBIX IPOU3BOAMTENEH, C aBTOMAaTHYECKUM
oOHOBNIEHUEM 0a3;

5. OrpaHndb (HU3UIECKHUN JOCTYI K KOMIIBIOTEPY JUIS IIOCTOPOHHUX JIUIT;

6. Vcrnonp3yi BHEIIHHWE HOCHTENM HMH(pOpMAluM, Takue Kak (uielnka, JUCK win (aiin U3 WHTepHeTa, TOJBKO W3
MPOBEPEHHBIX HCTOUYHHUKOB;

7. He oTKpbIBaii KOMITBIOTEPHBIEC (aliiIbl, TOTyICHHBIE U3 HEHAICKHBIX UCTOYHUKOB. [laxe Te (pailiibl, KOTOpBIE MPHCITAT TBOKH
3HAKOMBIH. JIydIlle yTouyHH y Hero, OTHpaBIIsUI JIM OH Tebe UX.
Cern WI-FI

Wi-Fi - 3T0 He Bux mepemavn NaHHBIX, HE TEXHOJIOTHsS, a BCEro IHmIb Opena, mapka. Emie B 1991 romy mmaepmaHmckas
KoMmanus 3apeructpupoBana 6pern "WECA", uro o6osnauano cnoBocoueranue "Wireless Fidelity”, koropsiii mepeBoauTcs Kak
"GecripoBOIHASI TOUHOCTR".

o Hamiero BpeMeHH jomuuia apyras abOpeBuarypa, KOTOpas SIBISETCS TaKoi jke TexHoioruei. Ito abbpesuarypa "Wi-Fi'.
Takoe Ha3BaHKe OBLIO JaHO C HAMEKOM Ha CTaHAApT BhICIICH 3ByKOoBOM TexHUKH Hi-Fi, 4To B epeBo/ie 03HauaeT "BbICOKAst TOYHOCTH'.

Ja, GecriaTHBI HHTEPHET-IO0CTYH B Kade, OTeIsIX M adpoNopTax SBISIETCS OTIMYHOW BO3MOXKHOCTBIO BBIXOAA B MHTepHeT. Ho
MHOTHE 3KCIIEPTHI CYUTAIOT, 4TO obmenocTynubie Wi-Fi ceTi He sBISIOTCS 6€30IacHBIMH.

CoserblI 110 6e30macHOCTH paboThl B 001eaocTymHbix cersix Wi-fi:
1. He nepenasaii cBoto muuHyro HHpOpMaruio yepes oduenoctynusie Wi-Fi cetr. PaGoTas B HUX, jKeIaTeNbHO HE BBOAUTH
MapoJIH AOCTYIIA, JOTUHBI H KaKHe-TO HOMepa;
2. Hcnions3yit 1 0OHOBIISIH aHTHBHUPYCHBIE IPOTPaMMBI 1 Opanamayep. TeM caMbIM Thl 00€30TIacHIIb ce0s OT 3aKauKH BUpyca Ha
TBOE YCTPOWCTBO;
3. [pu ucnonszosannd Wi-Fi otkimoun Gyrkuuro "O6mumit goctyn k ¢daitnam u npuntepam”. JlanHas GpyHKIUS 3aKpbITa MO
YMOJIYaHHUIO, OJHAKO HEKOTOPBIE MMOJIb30BATEIN aKTUBUPYIOT €€ JUlsl yI00CTBa NCTIOIb30BaHHs B paboTe Win yueoe;
4. He ncnons3yit my6muansnii WI-F| a1 mepenadn THYHBIX TaHHBIX, HAIPEMEp UL BBIXOJIA B COMATIBHBIC CETH WU B
3NIEKTPOHHYIO MOYTY;
5. Hcnonb3yii Tonbko 3amuinenHoe coenunenne yepe3 HTTPS, a ue HTTP, T.e. npu Habope Beb-aapeca BBOIH HMEHHO

"https:/I";



6. B mo6uibHOM Tesedone otkitoun Gpynkuuro "Tlogkmoyenue k Wi-Fi apromatnuecku”. He moryckait aBToMaTn4eckoro
HOJKIFOUeHHs yeTpoiicTBa k cetsiM Wi-Fi 6e3 TBoero corsacusi.

ConnanbHble ceTH

CounanbHble CETH aKTHBHO BXOJAIT B HAIly KW3Hb, MHOTHE JIFOAM PAaGOTAIOT M JKUBYT TaM IIOCTOSIHHO, a B Facebook yxe
3aperuCTPUPOBaH MIJUTHAP]] YETIOBEK, YTO SBISIETCS OIHOM ceJbMOH BeeX XKHTelel mraHeTsl. MHOTIHe MoJIb30BaTeN! He TOHUMAIOT, YTO
nH(OpMaIs, pa3MeNIeHHAs! HMH B COI[MAIBHBIX CETSX, MOXKET OBITh Hali/IeHa M CIOJIb30BaHa KEM YTOJIHO, B TOM UHCIIE HE
00s13aTeNbHO ¢ OJarMMU HAMEPEHUSIMH.

OCHOBHBIE COBETHI IT0 O€30MTACHOCTH B COITHAIBHBIX CETAX:

1. OrpaHHYb CITHUCOK Apy3ed. Y TeOs B APY3bsIX HE TOJDKHO OBITH CIIyYaifHBIX M HE3HAKOMBIX JIFOJeH;

2. 3aiuInai cBOIO YacTHYIO M3Hb. He ykasbiBaii mapoinu, TeneoHbl, anpeca, AaTy TBOETO POXKACHUS U APYTYIO JINYHYIO
UHGOPMAIHIO. 3JI0YMBIIIIICHHUKNA MOTYT HCHOJIb30BATh JlaXke HHGOPMALIHIO O TOM, KaK Thl U TBOM POAUTEIH IFIAHUPYETE NPOBECTH
KaHHUKYJIbI,

3. 3aiuInaii CBOIO PEIyTALHIO - ISPKH €€ B UHCTOTE U 3a/1aBaii cebe BOIPOC: XOTel ObI Thl, YTOOBI APYTrUe MOIb30BATEINH
BUJISIIH, YTO THI 3arpyaenib? [logymai, mpesxie 4eM 4To-To OIyOIMKOBAaTh, HAIMCATH U 3arPY3HTh;

4. Ecnu ThI TOBOPHIIIB C JIOABMHU, KOTOPBIX HE 3HACIIb, HE HCTIONB3Yil CBOE pEalIbHOE UMS U JPYTYIO TUYHYIO HHDOPMALMH: UMS,
MECTO JKHTEIbCTBA, MECTO y4eObl U IIpoyee;

W3berait pasmemienus Gpotorpaduii B InTepHeTe, T1e Tl N300paXkeH Ha MECTHOCTH, 110 KOTOPOH MOXKHO ONPEJNEIIUTh TBOE
MECTOIOJIOKEHHUE;

5. IIpu peructpanuu B connanbHON ceTH HEOOXOANMO HCIIONB30BaTh CI0XKHBIE TTAPOJIH, COCTOAIINE U3 OYKB U (D 1 ¢
KOJIMYECTBOM 3HAKOB He MeHee 8;

6. Jlnst conuanbHOM CeTH, ITOYTH ¥ APYTUX CAaHTOB HEOOXOANMO HCIIOIB30BaTh pa3Hble napoiy. Torxa eciu Te0st B3IIOMAIOT, TO
37I0YMBIIUICHHUKH TI0Jy4YaT JOCTYII TOJBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

JJIeKTPOHHbIE IeHbIH

DJIeKTPOHHBIE IEHBTH - 9TO OUeHb YIOOHBIN CHOCO0 IIaTexel, 0THaKO CYIIECTBYIOT MOILIEHHUKH, KOTOPBIE XOTST HOJIYYUTb 3TH
JICHBTH.

DNeKTPOHHBIC ACHBTH HOSBUIIMCH COBCEM HEJaBHO U HMEHHO M3-3a 3TOT0 BO MHOTUX IOCYAapCTBax A0 CHX MOpP HE MPOMKMCAHO PO HUX B
3aKOHaX.

B Poccun ke oHN (yHKIIMOHUPYIOT U O HUX YK€ IPOMKCAHO B 3aKOHE, I'/Ie UX pa3/elsIFoT Ha HECKOJIbKO BHIOB - aHOHMMHBIE H HE
AQHOHHMMHBIC. Pa3HMIIa B TOM, 4TO aHOHHMHBIE - 3TO T€, B KOTOPBIX pa3pellaeTcsi POBOIUTH ONepannu 6e3 HIeHTU)UKAIMT
MOJIB30BAaTENs, @ B HEAHOHUMHBIX WICHTHU(UKALNS [OTB30BaTeNIs SBISIETCS 00513aTeNIbHON.

Taxoxe cieayer pa3nuyaTth MEKTPOHHbIE (hUAaTHBIE IeHBIU (PaBHBI TOCYJAPCTBEHHBIM BaJIOTaM) U 2JIEKTPOHHBIC HeuaTHbIe IeHbIH (He
PaBHBI TOCYIAPCTBEHHBIM BAIIOTAM).

OCHOBHBIE COBETHI 110 6e30MacHOi paboTe C AIEKTPOHHBIMHU JICHbIAMU:

1. [MpuBsHxu K c4eTy MOOMIBHBIH Terne(oH. ITO caMblil yIOOHBIH U OBICTPBIN CIIOCOO BOCCTAaHOBUTH AOCTYII K CUETY.
[IpuBsizaHHBII TeneOH MOMOXKET, eCiU 3a0yIelIb CBOI IUIATE)XHBII MapoJib WK 3aii/lelllb Ha CalT C HE3HAKOMOT'O YCTPOMCTBA;

2. Vcnione3yii ogHOpa3oBbie maposu. ITocie nepexoaa Ha YCHICHHYIO aBTOPU3aLHI0 TeOe yxke He OyeT yrpokarh OlacHOCTb
KpaKH HJIM IepexBara IIaTe)XHOTo Iapois;

3. BriOepu crnoxHsIi maposs. [IpectynHrkam OyaeT He MPoCcTo yraiaTh CIOXKHBIH Mapoiib. HafexxHble maposy - 3To Mapoiu,
KOTOPBIE COJIepKaT He MeHee 8 3HAKOB U BKIIIOYAIOT B ce0sl CTPOUHbIC M IPOMHCHBIE OYKBBI, TU(PBI 1 HECKOJIIBKO CHMBOJIOB, TAKHE KaK
3HAK JIoJU1apa, pyHTa, BOCKIMIATENbHBIN 3HaK u T.11. Hanpumep, $tRONg!;;

4, He BBOJM CBOM JIMYHBIC JAaHHBIE HA CaiiTaX, KOTOPBHIM HE JJOBEPSEIIb.

JJIeKTpPOHHAs MOYTA

DJeKTpOHHAS MOYTA - 3TO TEXHOJIOTHS U IIPEAOCTABIIEMbIE €10 YCIIYTH 110 MEePECHUIKE U ITOyIEeHHIO SIEKTPOHHBIX COOOIIEHHH,
KOTOPBIE PACTIPEACIISIOTCS B KOMITBIOTEPHOH ceTr. OOBIYHO 3I€KTPOHHBIN TOYTOBBIH SIIHUK BBITJILANAT CJISTYIOINM 00pa3oM:
UMS_II0JIb30BaTeNI(@UMs_ioMeHa. Taioke KpoMe Iepesadyn MpoCcToro TEKCTa, MIMEeTCsl BO3MOXKHOCTD IepeaBaTh (aiiibl.

OCHOBHBIE COBETHI 110 0€30M1aCHON paboTe C INEKTPOHHON MOYTOM:



1. Hano BBIOpaTh MpaBIIIBHEIH TOYTOBEIH cepBUC. B nHTEpHETE ecTh OrpOMHEIH BEIOOP OECIIIATHBIX OYTOBBIX CEPBUCOB,
OJTHAKO JIydIIle TOBEPSATH TEM, KOTO 3HACIIb ¥ KTO IIEPBHII B PEHTHHTE;

2. He yxaspiBaii B miuHOM mouTe JmdHyro HHbopManuio. Hanpumep, mydine BEIOpaTh "My3bIKaIbHBIH _(haHaT@" wm "pox2013"
BMecTo "Temal3";

3. Vcnonp3yii IBYX3TaIllHY0 aBTOPH3ALHUI0. DTO KOT[a IOMHMO MapoJist HY’KHO BBOJHUTbH KOJ, IpHChbUIaeMblii o SMS;

4. Bri6epu cnoxxHBIH Tapoits. [ KaX10ro MoYTOBOTO SIIMKA JOJDKEH ObITh CBOM HaJIE)KHBIH, YCTONYMBEIN K

B3JIOMY HapoJIb;

5. Ecnu ectb BO3MOKHOCTh HAMCAaTh CAMOMY CBOM JIMUHBIN BOIIPOC, UCIIOJIBb3YH 3Ty BO3MO>KHOCTb;

6. Hcnonb3yit HECKONBKO MOYTOBBIX AMIMKOB. [1epBEIif 11 YacTHOM MEpEnuCcKH ¢ afipecaTaMu, KOTOPBIM ThI JOBEpSCIIb. ITO
3NEKTPOHHBIN ajipec He HaJ0 MCIONB30BaTh MIPU PErUCcTpaluy Ha popyMmax U caifrax;

7. He otkpsbiBaii (aiiiel 1 Apyrue BIOKEHUS B MUCbMaXx, Jake €CIIM OHHU MPHUIIUIN OT TBOUX JApy3eH. Jlydmie yTouHu y HuX,
OTIPAaBILUIH JIX OHU Tebe TH (aiiisr;

8. Ilocne okoHUaHHs PabOTHI HA IIOYTOBOM CEPBHCE TEPE]] 3aKPHITHEM BKIAAKH C CAUTOM He 3a0yab HaXaTh Ha "Beridtu".
Ku0epOy JIMHT WK BUPTYyaJabHOE H3/1€BaTe/ILCTBO

KubepOymmuHr - nmpecinenoBaHue COOOMICHUSIMH, COIEPIKAIIMI 0CKOPOJICHNS, arpeccHio, 3aIyriBaHne; XyJIUIaHCTBO; COLIMAIBLHOE
60MKOTHPOBaHKE C IIOMOLIBIO PA3IMYHBIX HHTEPHET-CEPBHCOB.

OCHOBHEBIE COBETHI 110 60pBOe ¢ KHOEPOYIIIMHTOM:

1. He 6pocatics B 60#i. JIyummmii crioco6: MOCOBETOBATHCS KaK ce0s1 BECTH U, €CITH HET TOTO, K KOMY MOYKHO 0OPaTHTHCS, TO

BHa4YaJIC YCIIOKOUTHLCA. Ecnu T HaYHEIb OTBEYATH OCKOp6J'[eHI/I$IMI/I Ha OCKOp6J’IeHI/IFI7 TO TOJIBKO €1IC 0oJibIiIe Pa3oXxKEeb KOH(bJ'II/IKT;

2. Vnpasnsii cBoeit kubeppenyranueit;
3. AHOHHUMHOCTb B ceT MHIMasl. CyIecTBYIOT CIIOCOOBI BBIICHUTD, KTO CTOMT 32 aHOHIMHBIM aKKayHTOM;
4. He crout BecTn Xynmuranckuii 00pa3 BUPTyalbHOH KU3HU. IHTEpHET PUKCHUpPYyET Bce TBOM JCUCTBHS U COXPAHSIET UX.

VY namute ux Oyner kpaiiHe 3aTpyAHUTEIBHO;

5. Co0uto1ai CBOIO BUPTYaIBHYIO YECTh CMOJIONY;

6. Urnopupyit enuHnuHbIi Heratie. OJHOpa30BbIe OCKOPOUTENBHBIE COOOIIEHUS JTydllle UTHOpUpoBaTh. OOBIYHO arpeccus
HPEKpaIaeTcst Ha HayaJlbHOW CTaJuH;

7. Ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMA COOOIIEHHUSMH, B COIIHANBHBIX CETSAX €CTh BO3MOKHOCTH OJIOKHPOBKH
OTHPaBKH COOOIIEHHUIT C ONPE/IeIEHHBIX aJIPECOB;

8. Ecnu TeI cBUzeTens kubepOyimara. TBoM IecTBHS: BEICTYIUTH NPOTHB IPECIIeI0BaTeNs, T0Ka3aTh €My, UTO ero AeHCTBHS
OLICHUBAIOTCS HETATHBHO, TOJJICPXKATh JKEPTBY, KOTOPOH HyXKHa IICHXOJIOTHYECKast TOMOII[b, COOOLINTh B3POCIBIM O (BakTe
arpecCHBHOTO MOBE/ICHHUS B CETH.

MooOuabHblii TeaedoH

CoBpeMeHHbIe cMapTQOHBI U IUIAHILIETHI COIepIKaT B ceOe BIIOJHE B3POCIbIH (GyHKIIMOHAI,  TEHeph OHU MOTYT KOHKYPHPOBATh CO
CTallMOHAPHBIMU KOMIbloTepaMu. OHAKO, CPE/ICTB 3AIHUTHI AJIs1 MOJOOHBIX YCTPOHCTB MOKa 04eHb Majlo. TecTHPOBaHHE U MOUCK
yﬂ3BHMOCTel>’I B HUX INPOUCXOJUT HE TaK MHTCHCUBHO, KaK I HK, TO K€ CaMO€ KacacTCsa U MO6I/IJ'Il>HbIX npnnon{eﬂm‘«i.

CoBpeMeHHbIe MOOWITbHBIE Opay3ephl YKe MPAaKTUYECKH JOTHAIN HACTOJIbHBIC aHAIOTH, O/THAKO PACIIMpeHHe (pyHKIHOHAIA BISYET 3a
c000# GOJIBIIYIO CIIOKHOCTD H MEHBIIYIO 3aIUIIICHHOCT.

ﬂaﬂeKO HE BCC IPOU3BOAUTEIIN Bbll'[yCKa}OT O6HOBHeHl/15l, 3aKPBIBAIOIUE KPUTHYCCKUEC yfl3Bl/IMOCTH JUIA CBOUX yCTpOﬁCTB.

OCHOBHBIE COBETHI [T 0€30MTaCHOCTH MOOHMIBHOTO TenedoHa:

Hudero He sBIsieTcs Mo-HacTosIIeMy OecriaTHeIM. By ocTOpokeH, Beb Koryia Tede mpeaiararoT

66CHJ’IaTHbII>’I KOHTCHT, B HEM MOFyT 6I)ITI> CKPBITbI KAKUE-TO IJIATHBIC yCJ'[yFI/I;

Hywmaii, npexne yem otnpaButh SMS, doto man Buaeo. Thl TOUHO 3HaeIIb, I1Ie OHU OyIyT B KOHEYHOM HTOTE?

Heo6X0a1uM0 0OHOBIIATH ONEPAIMOHHYIO CHCTEMY TBOETO cMapTdhoHa;

Vcnonp3yit aHTUBHPYCHBIE IIPOTPaMMBI JUIsl MOOMIIBHBIX TeJIeOHOB;

He 3arpyxaii NpHiI0KeHH OT HEU3BECTHOTO HCTOYHHUKA, BE/Jb OHH MOTYT COZICPKaTh BPEIOHOCHOE IIPOrpaMMHOE 00eCeYeHNE;
TTocsie TOro Kax Thl BBIHACIHIB C caiiTa, T/ie BBOAWI JIMYHYI0 HH(OpMALIHIO, 3aiiu B HACTpOiiKku Opay3epa u yaanu COOoKies;

HepnonuquKH HpOBepﬂﬁ, KaKHE€ IUIAaTHBIC YCIIYTH aKTUBUPOBAHbI HA TBOEM HOMEPE;



JlaBaif cBOif HOMep MOOWIILHOTO Tele()OHa TOJIBKO JIFOSIM, KOTOPBIX ThI 3HACIIH U KOMY JIOBEpSICIIb;

Bluetooth nomken GbITh BBIKIIIOUEH, KOTa ThI UM HE Monb3yelibes. He 3a0biBaii nHOTAA poBepsTh 310. Online urpst

CoBpeMeHHbIE OHTAHH-UTPBI - 3TO KPACOUHBIE, 3aXBATHIBAIOIINE PA3BICUEHHUS], 0OBEIUHSIONINE COTHH ThICSY YEIOBEK 110 BCEMY MUDY.
Hrpoku uccnenytoT JaHHbBIH UM MUP, OOINAIOTCS APYT C APYTOM, BBITIONHSIOT 33aJaHHs, CPAXKAIOTCSI C MOHCTPAMHU H MOJTYYalOT OMBIT. 32
YIIOBOJIGCTBHE OHU IUIATAT: MOKYMAIOT JUCK, OIUIAYMBAIOT A0OHEMEHT WIIH MPHUOOPETalOT KaKUe-TO OIIUH.

Bce 31u cpencTBa nayT Ha MOAAEPKAHUE U PA3BUTHE UIPHI, a TAKKE HA caMy 0€30I1aCHOCTh: COBEPIIEHCTBYIOTCSI CHCTEMBI aBTOPU3aIUH,
BBIITYCKAIOTCS HOBBIE MaTYH (LU(POBBIE 3aIIATKHU ISl IPOTPaMM), 3aKPBIBAIOTCS YSI3BUIMOCTH CEPBEPOB.

B nomoGHBIX UTrpax CTONT OmacaThesl HE CTOJIBKO CBOMX CONEPHHUKOB, CKOJIBKO KPaXkKM TBOETO MapoJIs, Ha KOTOPOM OCHOBaHA CHCTEMa
aBTOPH3AIMU OONBIINHCTBA UTP.

OCHOBHBIE COBETHI 110 O€30MIaCHOCTH TBOETO UTPOBOT0 aKKayHTa:

1. Ecim npyroit urpok Bezet ceds III0X0 WM CO3AaeT Tede HEeMPHATHOCTH, 3a0JIOKUPYH ero B CIIICKE HI'POKOB;

2. Toxany¥icst afMHHECTpaTOpaM UIPHI Ha INIOXOE HMOBECHHIE STOr0 HTPOKa, JKENaTeNIbHO MPIIIOKUTH KaKHe- TO JOKa3aTelIbCTBa
B BHJIE CKPHHOB;

He yka3piBaii nuunyto nHOpManuio B mpodaiiie urpel;

VBaxail Ipyrux y4acTHUKOB I10 UIPE;

He ycranaBnuBaii HeoduiuaisHble TaTYH ¥ MOJBL;

Hcnons3yii cnoskHble U pa3HbIe MapoI;

N o g krw

Jlaxxe BO BpeMsi UTPHI HE CTOUT OTKIIIOYATh aHTUBUPYC. [Toka ThI Hrpaeis, TBOH KOMIIBIOTEP MOTYT 3apa3nuTh.

@UIIMHT WM KPaXKa JUYHBIX AaHHbIX

OObIYHOH KpaXkel JIEHET U JOKYMEHTOB CErOJJHS YK€ HUKOTO HE YAUBHIIb, HO C PA3BUTHEM HHTEPHET- TEXHOJIOTHIT 31I0yMBILIITICHHUKH
MEePEMECTHIIMCh B HHTEPHET, U IIPOIOJDKAIOT 3aHUMAThCS "TIOOMMBIM" IETIOM.

Tax mosiBMIack HOBasi Yrpo3a: HHTEPHET-MOILICHHUYECTBA WM (UILIHHT, IJIaBHAS EJIb KOTOPOTO COCTOHT B ITOTyYCHHH
KOH(UICHIMATIBHBIX JaHHBIX MOJIL30BaTeNIEeH - JIOTMHOB ¥ TapoJieil. Ha anrmiickom s3bike phishing unraercs kak gpumunr (ot fishing -
pBIOHast JIOBJISA, PasSWord - mapoib).

OCHOBHBIE COBETHI 110 60pb0e ¢ PUITHHTOM:

1. Crnenu 3a cBOMM aKkayHTOM. Eciti ThI OJ03peBacIib, YTO TBOSI aHKeTa OblIa B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKHPOBATh €€ U
COOOIIUTH aIMUHUCTPATOPaM pecypca 00 3TOM Kak MOYKHO CKOpee;

2. Hcnonbayii 6e3onacHble BeO-caifThl, B TOM YUCIIe, HHTEPHET-Mara3uHOB M TIOMCKOBBIX CHCTEM;

3. Hcnons3yii croxHbIe U pasHbie maposu. Takum o0pa3oM, eciii TeOst B3JIOMAIOT, TO 3JI0YMBIILICHHUKH MOJYYaT TOCTYII
TOJIBKO K OZTHOMY TBOEMY IPOQMITIO B CETH, a HE KO BCEM;

4. Ecnu Te0s B31OMaNH, TO HEOOXOIMMO MPEAYIPEANTh BCEX CBOMX 3HAKOMBIX, KOTOPBIE I00ABJIEHBI y TEOS B APY3hIX, O TOM,

YTO TEOS B3JIOMAJIH ", BOBMOXHO, OT TBOCIro UMCHU 6y;[eT paccbl1aThCs CllaM U CChUIKH Ha Q)HHJI/IHFOBI)IC CaﬁTBI;

5. VYeranosu HagexHbIi mapons (PIN) Ha MOGHIBHBIH TenedoH;
6. OTKIIIOUM COXpaHEHHe maposisi B Opaysepe;
7. He oTkpbiBaii daiilbl 1 Apyrue BIOKEHHUS B TUChMAaX, Ta)Ke €CJIM OHH MPHUIIUIM OT TBOUX Apy3eil. JIyulie yToOuHH y HUX,

OTIIPABJISUTH JTH OHU TeOe 3T (paitiibL.

Hudposas penyranus

[ndposas penyTaiys - 3T0 HEraTHUBHAsl M TTO3UTUBHAs HHGOpMaIys B ceTd o Tebe. Kommpomerupytomas nudopmarms,
pa3MenicHHas B MHTEPHETE, MOKET Cephe3HBIM 00pa3oM OTPa3HUThCS Ha TBOEH peanbHOI xu3HU. "Lupposas pemyranus” - 3T0 TBOU
MMHJDK, KOTOPBIiT hopMuUpyeTcst u3 nHpOpMaIiu o Tede B MHTEpHETE.

TBoe MecTO XKUTENBCTBA, YueObl, TBOE (PMHAHCOBOE MOJIOKEHHE, OCOOEHHOCTH XapaKTepa U paccKasbl O OJIM3KHX - BCE 3TO
HaKaIUTHBACTCS B CETH.

MHor#e NoAPOCTKY JETKOMBICIIEHHO OTHOCSTCS K MyOIMKaIMU TUYHOW HHpopManuy B VIHTepHETe, He MOHMUMAas BO3MOYKHBIX
nociencTBHid. Thl gaxke HE CMOXKEIb JOrafaThesi 0 TOM, 4To (oTorpadusi, pazmerieHHas S JIeT Ha3aj, cTaja IPUIMHOM 0TKa3a NPUHATD
TeOs HA paboTy.

KomMeHnTapuu, pasmenieHue TBoux Gororpaduii U apyrue AeicTBUs MOTYT HE HCUE3HYTh JaXe MOCIe TOTr0, KaK Thl X yJaIuib. Thl He

3Hacllb, KTO COXpPaHUJII OTY I/IH(bOpMaLII/I}O, romnajia J1u OHa B IIOUCKOBBIE CUCTEMBI U COXPAaHUJIACh JIM OHA, a TJIABHOE: YTO IIOAYMArOT O



TeOe OKpY’KaroIHe JIF0IH, KOTOPbIe HAWyT U yBUAAT 3T0. Haiitn nHdopMaIo MHOTO JIeT CIyCTsI CMOXKET JII000H - Kak U3 JOOPBIX
noOYyXICHNUH, TaK ¥ C HAMEPEHUEM NIPUINHHATD BPEA. DTO MOXKET OBITh KTO YTOJHO.

OCHOBHBIE COBETBHI 110 3alUTE LU(POBOH permyTaluu:

1. [onymaii, mpeskae 4eM 4To-TO MyOIMKOBATh U IepeaaBath y ce0st B 6JI0Te WM B COLUATIBHOM CeTH;

2. B macrpoiikax npo¢uias ycTaHOBH OTpaHWYEHHS Ha NMPOCMOTP TBOETO NMPOQHIL U €ro COISpKUMOTO0, caeiail ero
TOJIBKO "[UIs ipy3eit”;

3. He pa3meniaii 1 He yka3bIBail HH(POPMAIHIO, KOTOPast MOXKET KOT0-JINOO OCKOPOJIATH WA OOMKATb.

ABTOpCKOe IpaBo

CoBpeMeHHBIC HIKOJBHUKH - aKTHBHBIE MOJIB30BaTeNy LU(pOoBOoro mpocrpaHcrtBa. OIHAKO Najleko HEe Bce 3HAIOT, 4YTO
MOJTb30BaHAE MHOTMMHU BO3MOKHOCTSIMA IU(POBOTO MHpa TpeOyeT COOMOAEeH s IPaB HAa HHTEIUIEKTYaIbHYI0 COOCTBEHHOCTB.

TepmuH "HHTEIUIEKTyanbHasi COOCTBEHHOCTH" OTHOCHTCS K Pa3IMYHBIM TBOPEHHUSAM UYEIOBEUECKOTO yMa, HauMHAs C HOBBIX
n300peTeHniI M 3HaKOB, O0O3HAYAIONIMX COOCTBEHHOCTh HAa MPOAYKTHl M YCIYI'M, W 3aKaHYWBas KHUramu, ¢ororpadusmu,
KUHO(MIEMaMH ¥ MY3bIKQIbHBIMU ITPOU3BE/ICHNSIMU.

ABTOpCKHE TIpaBa - 3TO IpaBa HA MHTEIUICKTYaJIbHYIO COOCTBEHHOCTh Ha NPOM3BEICHMS HAYKH, JINTEPATYpbl U HMCKYCCTBA.
ABTOpPCKHE ITpaBa BBICTYIAIOT B KAYeCTBE TapaHTUH TOTO, YTO MHTEIUICKTYaIbHbINH/TBOPYECKHUIl TPy aBTOpa He OyAeT HalpacHBIM, 1acT
€My CIpaBeIJIMBEIE BO3MOXXKHOCTH 3apabOTaTh Ha pe3ysbTaTaX CBOEro TPYZa, MOJIYYUTh H3BECTHOCTh M Npu3HaHme. Huxro Ge3
paspelieHss aBTOpa HE MOXET BOCIPOHM3BOIMTH €ro HPOHM3BEICHHE, PACIpOCTPaHSATh, MyOIHMYHO NEMOHCTPUPOBATh, MPOJAABATS,
UMIIOPTUPOBATb, yCKATh B POKAT, ITyOJMYHO UCIIONHAT, IOKA3bIBATH/HCIIOIHATE B 3()Hpe Wi pasmeniaT B HTepHeTe.

Vcnonp3oBanue "mupaTcKoro” MpOrpaMMHOTO OOECTICUeHHUsI MOYKET HPUBECTH K MHOTHM PUCKaM: OT IOTEPH JaHHBIX K TBOMM
aKKayHTaM /0 OJIOKHPOBKM TBOErO YCTPOMCTBa, I[i¢ YCTAaHOBJICHA HeJeraibHas nporpamma. He crour Taike 3a0bIBaTh, 4TO
CYILLECTBYIOT JIETaIbHbIC U OECIUIATHBIE TPOrPaMMBI, KOTOPBIE MOXKHO HATH B CETH.

O nopraje

CereBHUYOK.pd - TBOW IIABHBIN COBETYHK B CETH. 3716Ch Thl MOXEIIb y3HATh O OE30IIACHOCTH B CETH MOHATHBIM M JOCTYIHBIM

SI3BIKOM, a NPH BO3HUKHOBEHHM KPUTHYECKOH CHUTyalluH OOpaTUTBCS 3a COBETOM. A TaKKe NPUHATh y4acTHE B KOHKypcax M CTaTh

caMbIM U(POBBIM IpaXKJaHHHOM !



